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1 ITACIIOPT ®OHJA OLEHOYHbLIX CPEACTB 110 YYEBHOH
AUCHUIIJIMHE KOMIIBIOTEPHBIE CETH

1.1 O61mIM e MoJI0KEeHUA

OueHouHble cpeAcTBa pa3paboTaHbl B cooTBeTcTBUM ¢ ODI'OC CIIO mno
cneyuaabHocTy 09.02.07 UHPopMaLMOHHbIE CUCTEMBI U IPOrpaMMHUpOBaHUe

OueHo4HbIe CpeiCTBA MpeAHA3HAYEHbI /11 KOHTPOJIS U OLlEHKH 06pa30BaTeIbHbIX

JOCTPKEHUH  00y4yalolUXcs, OCBOMBIIMX  MNPOTrpaMMy  y4eOHOM  JAUCLUIJIMHBI
«KomnbroTepHbIe ceTU».

OueHoyHble cpeZCTBA BKJ/KOYAKT KOHTPOJIbHBIE MaTepuasbl [JJid NPOBeJeHHUs
NPOMEXYTOYHOU aTTecTanuu B popmMe: 3 ceMecTp - AuddepeHIIMpOBaHHbBIN 3a4eT

Ob6yvaromuica [JOJKeH BJaZeTb COOPMHUPOBAaHHBIMM KOMIETEHLUSMU B
cootBeTcTBUM ¢ PI'OC CII0, yueO6HBIM MJIAHOM:
OK 01. BwibupaTb cmnoco6bl pelieHUs 3ajad NOpodecCHOHAJbHON [esaTeNbHOCTH
NPUMEHUTEJIbHO K pa3/INYHbIM KOHTEKCTaM;
OK 02. Hcnosb30BaTb COBpeMeHHble CpeACTBA IMOMCKA, aHajJv3a W HUHTeplIpeTaluu
uHpopMauu¥d U  HMHPOpPMALMOHHbIe  TEXHOJIOTUM JJs1  BBbINOJHEHUS  3ajad
npodeccuoHaJbHOU AeATeNbHOCTY;
OK 04. 9 dekTHBHO B3aUMO/IEMUCTBOBATh U paboTaTh B KOJIJIEKTUBE U KOMaH/IE;
OK 05. OcyuiecTBAATh yCTHYIO U MMCbMEHHYI0 KOMMYHHUKALUIO HA TOCYAAPCTBEHHOM SI3bIKe
Poccuiickoit @esiepaniyu ¢ yueToM 0COOGEHHOCTEN COLMAJbHOTO U KYJIbTYPHOT'O KOHTEKCTA;
OK 09. Illosb3oBaTbcsi mnpodecCUoOHANbHON JOKYMEeHTAalldeld Ha TroCy/JapCTBEHHOM U
MHOCTPAaHHOM fI3bIKaX.
[IK 5.3. Pa3pabaTbiBaTh MNOJCUCTEMbl 0€30MaCHOCTU HUHPOPMALMOHHOW CHUCTEMBI B
COOTBETCTBUU C TEXHUYECKUM 33JJaHHUEM.
[IK 6.1. PaspabaTbiBaTh TeXHHWYECKOEe 3aJlaHME Ha CONPOBOXJAeHHWEe HHPOPMAIMOHHOU
CUCTEMBL.
[IK 6.5. OcyuiecTB/ASITb TEXHUYECKOE CONMPOBOX/AEHUE, OOHOBJIEHHWE M BOCCTAHOBJIEHUE
JlaHHBIX MHGOPMALIMOHHOW CUCTEMBI B COOTBETCTBUM C TEXHUYECKUM 33/JaHUEM.
[IK 7.1. BeIABAATbL TEXHHUYECKHE NPOo6JeMbl, BO3HUKAIOIIME B Npoliecce 3KCIIyaTaluy 6a3
JlaHHBIX Y CEPBEPOB.
[IK 7.2. OcyiuecTBAATh aAIMUHUCTPUPOBAHKE OTZE/IbHBIX KOMIIOHEHT CEPBEPOB.
[IK 7.3. ®opmupoBaTb TpebOBaHUS K KOHQUTYpaLMU JIOKAJbHBIX KOMIIBIOTEPHBIX CETEN U
cepBepHOro 060py/l0BaHUsA, HE0O6X0MMbIe /1151 paboThl 6a3 JaHHbIX U CEPBEPOB.



1.2

Pe3sysibTaThl

0CBOCHUA AUCIHUIIVINHBI,

noJJjiexKaijme

MpOBEPKe.

Pacnpeaenenue o eHUBaHUA pe3yJbTaTOB 00yYeHUs M0 BUAAM KOHTPOJIA.

Pe3yabTaTrhl 00yyeHust OcHoOBHBIE NOKa3aTeJIM OLeHKN | Buabl arrecranun
(ocBOCHHBIE YMEHMUS, pe3yJIbTaTOB Texywuii | Ipomeacymou
YCBOCHHbIE 3HAHUS) KOHMPOb Hast

ammecmayus
Ymenus
Opranu3oBbIBaTh U JlemoHCTpalus IpaBUILHOCTH +
KOH(UTYpHUPOBAThH COEMHEHUA Kabess ¢ pa3beMOM
KOMITHIOTEPHBIE CETH. COTJIACHO CTaHAAapTaM U IPOBEpKa
paborocniocobHOCTH Kabens ¢
TTOMOIIIBIO TECTepa.
CTpouTh ¥ aHaIM3UPOBATh Co3aHue cXeMbl CEeTH ¢ IPUMEHEHHEM +
MOJIEIH KOMIIBIOTEPHBIX pa3NUYHBIX TOMOJIOTUH,
cereil. COOTBETCTBYIOIIETO 00OPYAOBaHUS U
MPOrpaMMHBIX KOMITOHEHTOB.
D¢ dextuBHO ucnonp3oBaTh | Co3naHue OTHOPAHTOBON CETH C +
anmnapaTHbIE U WCIOJIb30BaHNEM KOMMYTaTOpa U
porpaMMHBIE KOMITOHEHTBI | CO3J[aHHE PECYPCOB OOIIEro
KOMITHIOTEPHBIX CETEel Ipu MOJIb30BaHUSI.
pemeHnn pa3udHbIX 3afa4d. | Co3gaHue ceTH THUIa KIHEHT-CepBep C
WCIIOJIH30BAHUEM MapIIPyTH3aTOPA.
Co3nanne 6ecITpOBOIHBIX CETEH.
BEINONHATE CXEMBI 1 JleMoHCTpaIus IOCTPOEHUS CXEM +
YepTEKHU IO CIENUATBHOCTH | COEIUHEHUS CETH IO Pa3HbIM
C HCIIONIb30BAaHUEM TOTIOJIOTUSAM C TIOMOIIBIO TTPUKIIATHBIX
MPUKIAIHBIX IPOTPAMMHBIX | TIPOTPaMMHBIX CPE/ICTB U pacdeT
CPEICTB JTMaMeTpa CeTH.
PaGoraTh ¢ mpoTokonmamu JleMOHCTpaIuss HACTPOUKH ip-aJpecoB +
Pa3HbBIX YpOBHEH (Ha 1 paboThI CETH C MTOMOIIBIO MPOTOKOJIOB
npuMepe KOHKPETHOT O DHCP, ICMP, NAT, IP, TCP, ARP.
creka nporokosios: TCP/IP,
IPX/SPX);
YcraHaBnuBaTh U JleMoHCTpalus CTaTUYeCKon U +
HACTpauBaTh MMapaMeTPhl JTMHAMHYECKONW HACTPOUKH ip-aJIpecoB,
MIPOTOKOJIOB. MAC-anpecoB, MacKu MOACETH
OOHapyXuBaTh U YCTpaHATh | JleMoHCTpauus ymeHus paboThl co +
OIIMOKM TIpH Mepeave CpEICTBAMH U METOAaMH MOHUTOPHHTA
JAHHBIX. cetr, 0OOHapy)KEHUE U YCTPaHEHHE
OImMOOK C TTOMOIIBIO JOMOTHUTETHFHBIX
MporpaMMHBIX cpencTB: Wireshark,
Golden FTP Server
3unanus
OCHOBHBIE MTOHITHS Ornrcanrie OCHOBHBIX IPHUHITAIIOB + +
KOMITBIOTEPHBIX CETEH: noctpoenust KC: knaccudukanus,
THUIIBI, TOITOJIOTUH, METOABI | TOIOJOTUHU, TEXHOJIOTHH, METOBI
JIOCTYTIA K Cpejie Mepeilayl | AOCTyIHa.
ArnmnapaTHble KOMIIOHEHTBI [Iepeuncnenue coctaBa U Ha3HAYECHUS + +
KOMITHIOTEPHBIX CETeH. anmapaTHBIX KOMIIOHEHTOB JUIS
CO3/1aHUS KOMITBIOTEPHBIX CETEH,
COCTaBa anrmapaTHBIX KOMIIOHEHTOB
0eCIpOBOAHBIX KOMIIBIOTEPHBIX CETEH.




TIpunIUIIBEI TAKETHON
repenayy JaHHbBIX.

Omnncanne 0a30BBIX TEXHOJIOTUH U
METOJIOB JJOCTYTIA NP OPraHU3aIHu
KOMITBIOTEPHBIX CETEH.

CereByto mogens OSI u
JpyTHe CETEBbIE MOACIH.

OnucaHue OCHOBHBIX XapaKTEePUCTUK
ypoBHel monenu OS], ypoBHel monenu
TCP/IP u cpaBHEHHE MOJICTICH.

ITpoTOKOJIbI: OCHOBHBIE
MTOHATHS, TIPUHITHTIBI
B3aMIMOJICHCTBUS, pa3IHIUs
1 0COOEHHOCTH
pacrpocTpaHeHHBIX
MPOTOKOJIOB, YCTAHOBKA
MIPOTOKOJIOB B
OIIEpPAIMOHHBIX CHCTEMaX.

Ilepeunicnenne cTaHAapTHBIX CTEKOB
KOMMYHUKAaIlHOHHBIX TPOTOKOJIOB U
OIMCaHKE MPUHLINIIOB UX PabOTHI,
IIpoLIECCOB MaplIpyTusanuu u IP-
aJpecalyH.

Anpecanuio B ceTsX,
OpraHU3aIMI0 MEKCETEBOTO
BO3JICUCTBUA.

Onucanue npuHIMIoB [P-agpecanuu,
pasnenieHus ceTell Ha MOACETH,
pacyeToB MOACETEN U ONPEIECICHUS
MAaCKH MOJCETH.




2 CIIEDUPUKALIUA OLEHOYHBIX CPEACTB

JU1s  TeKyllero KOHTPOJIS HCHOJIb3yeTCsA: ONpOC, TeCTUPOBAaHUE, OLeHKa
BbITNIOJIHEHUS PAKTUYECKUX PAGOT.

®opmMaMu  NPOMEXKYTOYHOM  aTTeCTalUU  SBJSIOTCS: 3 ceMectp -
auddepeHIIMPOBAHHBIN 3a4ET.

3 MATEPHUAJIbI /JJI1 MPOMEXYTOYHOW ATTECTALIMM MO YYEBHOI
JUCLIVIIINHE

[IpefMeTOM OLIEHKM SABJAIOTCA yMeHUs1 M 3HaHUA. KoOHTposb U OlleHKa
OCYILLeCTBJISIOTCS C UCNIOJIb30BAHUEM C/IeAYIOIINX GOPM U METO/,0B:

3 cemecTp - AudPepeHIMPOBaHHbIN 3a4ET.

Bonpocsl k gudpPpepeHuupoBaHHoOMy 3a4eTy B popMe Tecta Ha IIK.

Bonpoc 1:
Moayaanus curgaJia - 3To

Buvi6epume 0duH u3 3 eapuaHmos omeema:

1) cnoco6 u3MeHeHUs XapaKTEPUCTUK Nepearollei cpe/ibl B COOTBETCTBUHU C
nepejaBaeMoil UHopMaluen

2) crioco6 npeo6pa3oBaHUsA aHAJIOTOBOr0 CUTHa/Ia B [UPPOBOM CUTHAJ

3) cnoco6 u3MeHeHUs MapaMeTPOB UCXOJHOTO CUTHAJIa B COOTBETCTBUU C TPEOOBAHUSIMU
KaHaJla nepeJiauu

Bonpoc 2:
Kakue ip-agpeca OTHOCATCA K JIOKaJIbHOU ceTH?

BwiGepume HecK01bK0 U3 5 eapuaHmos8 omeema:
1) 169.254.10.20

2) 192.168.21.30

3)172.16.32.2

4)172.16.13.21

5) 10.193.68.59

Bonpoc 3:
Jloka/ibHaf ceTh - 3TO

Buvi6epume 0duH u3 3 eapuanmos omeema:

1) ceTb 0XBaTbIBa€T OTPAHUYEHHYIO IJIOLIA/[b, €€ KOMITbIOTEPHI PACIIOJIOKEHBI HEJAIEKO
APYT OT Apyra.

2) ceTb OXBAThIBAEeT LIMPOKYIO reorpapuyueckyro 06J1acThb C y3JlaMH B Pa3HbIX FOPO/IaX,
IITaTax U CTpaHax

3) 6oJibllas CETh, COCTOSAIASA U3 MHOXKECTBA MaJIbIX CeTeM.

Bonpoc 4:
DHCP-npoToxoJ



Buvi6epume HecKo1bKo u3 4 eapuanmos omeema:

1) 3ajaeT Habop NpaBuUJI AJis OTIPABKU MOYTHI

2) aBTOMATHU3UPYeT Npoliecc Ha3HauyeHus [P-aapecoB BceM y3/1aM ceTH
3) CAYKUT AJ151 nepe/ilayy TUIEPTEKCTa

4) Ha3HavaeT AMHAMHUYeCKUH ip-azpec

Bonpoc 5:
Kakoii ypoBeHb BBINOJIHAET NEepeAadyy HECTPYKTYPHUPOBAHHOI'O MIOTOKA GUT IO

dusnveckou cpeae, OTBeYaeT 3a TOMOJIOTUIO, NOAAEPKaHHE CBA3UM U ONMCbIBaeT
3JIeKTpUYeCcKue, ONTUYeCcKue, MeXxaHudecKue U QyHKIMOHa/IbHbIN UHTEepdeichbl CO
cpeaoi nepeaadyu

Buvi6epume 0duH u3 4 eapuaHmos omeema:
1) KaHasnibHbIN YPOBEHD

2) TpaHcHOpTHBIN YPOBEHD

3) ®usuyeckuil ypoBeHb

4) CeTeBOl ypOBEHD

Bonpoc 6:
Kakoi ka6eb COCTOUT U3 MeJHOH KWJIbI, OKpYyKalolleH ee U30JIS1[MH, IKPAaHa B

BUJE
MeTa/I/INYeCKOH OILIeTKH U BHelllHel 000/104KH

Bui6epume 0duH u3 3 eapuaHmoe omeema:
1) BuTag napa

2) KoakcranbHblil Kabesb

3) OnTOBOJIOKOHHBIN Kabesb

Bonpoc 7:
MeToa AOCTyna, KOTOPbIi He TapaHTUPYeET CTAHLIUM, YTO OHA KOrAa-JIM60 CMOXKeT
NOJIyYUTh AOCTYI K Cpeje, Ha3blBaeTCs

Buvi6epume HecKo1bKo u3 4 eapuanmos omeema:
1) CSMA/CD

2) metog Demand Priority

3) MapKepHbIH AOCTYI

4) MmeTo/, C/1y4alHOTO JIOCTyIa

Bonpoc 8:
I'/106a/1IbHAsE KOMIIBIOTEPHAA CETb - 3TO:

Buvi6epume 0duH u3 4 eapuaHmos omeema:

1) COBOKYNHOCTbD JIOKAJIbHbIX CeTel U KOMIIbIOTEPOB, PACIOJIOKEHHBIX Ha 60IbLINX
PACCTOSTHUSIX U COEJUHEHHBIX C TIOMOIIbI0 KaHAJIOB CBSI3U B €[JUHYIO CUCTEMY.

2) nHdopMalMOHHAs CUCTEMA C TUIEPCBS3AMY;

3) cuctema o6MeHa UHPOpMaALMEN HA OIpe/ieJIEHHYI0 TEMY;

4) MHOXXECTBO KOMIIbIOTEPOB, CBSI3aHHBIX KaHAJIAMH Nepejlauv UHGOpMaIUH U
HaxoALIMXCS B IpejiesiaX 0HOT0 NOMelleHus, 3 aHUs;

Bonpoc 9:



du3nveckass KOHPUrypanusi CETH B COBOKYITHOCTH C €€ JIOTH4eCKUMH
XapaKTepPUCTUKAMHU - 3TO

Bwi6epume 0duH u3 3 eapuaHmos omeema:
1) Tonosiorus ceTu

2) cnocob coeJUHEHUSI HOCUTEJIeN JJaHHbIX
3) TexHOJIOTHSA CETH

Bonpoc 10:
Ha ckoJ/1bKO K/1acCOB Ae/JIMTCA aApecHoe NpocTpaHCcTBO IPv4?

Bvi6epume 0duH u3 4 eapuanHmos omseema:
1)7
2)5
3)3
4) 4

Bonpoc 11:
Kakoi npoToK0J1 N03B0OJIsIieT NOAK/II0YATh CeTH C YacTHbIMU IP-aapecamu K

HUHTepHeT, Ipeo6pa3ys yacTHble IP-afgpeca, nepegaBaeMbiX NAKEeTOB B IyGJIMYHbIE
IP-aapeca, u Hao60poT?

Buwi6epume oduH u3 4 eapuaHmoe omeema:
1) DHCP

2) ARP

3) TCP

4) NAT

Bonpoc 12:
CKOJIbKO YpOBHeH MMeeT 6a30Basi MO/ eJib CBSI3U OTKPBIThIX cucteM OSI ?

Bwi6epume oduH u3 4 eapuaHmos omeema:
1) 4
2)7
3)5
4)8

Bonpoc 13:
PexxuM nepegaym JaHHBIX 110 CETH B OAHOM HallpaBJ/IeCHUU HAa3blBaeTCH

Bwi6epume 0duH u3z 3 eapuaHmos omeema:
1) cUMIJIEKCHBIM PEXHUMOM

2) nosyAynaeKCHbIM PEXXUMOM

3) AYTJIEKCHBIM PEXUMOM

Bonpoc 14:
Kakoi npoToKoJ1 pa6oTaeT ¢ He60/JIbIIMMHU 060 beMaMi UHPOpMaLUY U He

rapaHTUPYET NIPAaBUJIbHOCTDb INepeJayn JdHHbIX

BwiGepume 00duH u3 5 eapuaHmoes omeema:
1) RIP



2) UDP
3) FTP

4) 1P

5) OSPF

Bonpoc 15:
IIpu 6eckiaccoBou agpecanuu IPv4

Buvi6epume 0duH u3 2 eapuaHmoe omeema:
1) ceTb AeNUTCS Ha NIOJICETU C Pa3HbIM KOJIMYECTBOM y3JI0B
2) ceTb JeJIUTCS HAa MOACETH C OJUHAKOBBIM KOJIMYECTBOM Y3JI0B

Bonpoc 16:
Macka noaceTu

Buwi6epume oduH u3 3 eapuaHmos omeema:
1) AB/sleTCAA YaCTbIO HOMepa CeTU
2) onpepensieT, Kakas 4acTb [P-aipeca y3/1a ceTH OTHOCUTCS K aZjpecy CeTH, a Kakas - K

ajJipecy y3Jja
4) sAB/sIETCS YaCThIO UJEHTUPHUKATOPA XOCTA

Bonpoc 17:
Kakoe ycTpoMCTBO MOXKET CTOATH B LIEHTPeE CETHU C TonoJiorueu "3ge3ga"?(3 orsera)

Buvi6epume HeCcK01bK0 U3 5 eapuaHmos omeema:
1) KonnientpaTtop

2) Xab

3) TepmuHaTop

4) Penutep

5) CepBep

Bonpoc 18:
Kakoi npoTokoJ1 npegHa3Ha4YeH AJis1 00MeHa MHpopManeld 06 OLIMOKaX MeXAy

MappPyTU3aTOPOM M LIJIIO30M, CUCTEMON-MCTOYHUKOM U CUCTEMOU-IPUEMHHUKOM, TO
€CTb AJIs1 OpraHu3alnuy 06paTHOM CBA3U

Bwi6epume 0duH u3 5 eapuaHmoe omeema:
1) RIP

2) ICMP

3) UDP

4) OSPF

5) TCP

Bonpoc 19:
MuHHUMa/IbHBIA HAOOP CTAaHAAPTHBIX MPOTOKOJIOB M pea/JIM3yI0LMX UX MPOrPpaMMHO-

alnapaTHbIX CPEACTB, IﬁlOCTaTO‘-IH])II‘/’I AJIA MIOCTPOECHUA BbIYHCJIUTE/IbHOM ceT\,
Ha3bIBA€TCA

BwiGepume 0duH u3z 3 eapuaHmos omeema:
1) MeTOOM AOCTYyNA K Cpefie epeJjlauu JaHHbIX
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2) ceTeBOU TexXHOJIOTHEH
3) ceTeBOM TOMOJIOTHEN

Bonpoc 20:
CaMbii NONyJIAPHBIN CTEK NPOTOKOJIOB, LIMPOKO MCI0/Ib3yeMbIH KAaK B IJ100a/IbHBbIX,

TaK U B JIOKAJIbHBIX CETAX

Bwi6epume 00uH u3 3 eapuaHmos omeema:
1) NetBIOS/NetBEUI

2) TCP/IP

3) IPX/SPX

Bonpoc 21:
IIpoToKkoJ - 3TO

Buvi6epume oduH u3 3 eapuaHmos omeema:

1) undopmanus, nepesaBaemas 10 CeTH

2) ¢dopManbHBIA HAOOp NpaBuUJI U COTJIALEHUH, perjiaMeHTUpYoLMi 06MeH
uHopManuei Mexay y3/JaMHU M0 CETH

3) ynpasJsioiias nvHGopManus JiJis CeTEBbIX YCTPOUCTB U MOJIy4yaTeJisl, KOTopast
rapaHTUpYyeT NPaBUJIbHYIO JOCTAaBKY JaHHBIX

Bonpoc 22:
HHopmanuoHHas ceTh, B KOTOPOH €€ pecypchl paccpeoToO4YeHbl 10 BCEM CUCTEMaM

H BC€ CUCTEMbI pPABHOIIPABHBbI, HA3bIBAETCA

Bui6epume 0duH u3 4 eapuaHmoe omeema:
1) oiHOpaHTOBOM

2) TepMUHAJIbHOUN

3) rubpugHoOU

4) KJIMEeHT-cepBepPHOH

Bonpoc 23:
Jns XxpaHeHus paiyioB, npeJHa3HAYE€HHBIX AJI 00LEero A0CTyna noJjib3oBaTesien

CE€TH, UCII0JIb3YETCA:

Buvi6epume oduH u3 4 eapuaHmos omeema:
1) xocT-KOMIbIOTED;

2) KJIMEHT-CepBep;

3) paboyast cTaHLUS;

4) daiin-cepsep;

Bonpoc 24:

K KaKo#i TOnoJIoruv OTHOCATCA CJAeAYyI0LM€e BbICKa3bIBAaHUS:

- BBIXO/] U3 CTPOsI OHOM paboyel cTaHI[UK, 0OPBIB Kabesisl, OTpaXKaloTCs Ha
paboToOCOCOOHOCTH BCEH CETH,

- CJIOXKHOCTDH KOHPUTYPHUPOBAHUS U HACTPOUKH,

- CJIOXKHOCTb TIOMCKA HEUCTIPABHOCTEH

Bwvi6epume 00uH u3 3 eapuaHmos omeema:
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1) "kosb1i0"
2) "muHa"
3) "3Be3pga”

Bonpoc 25:
JlynijIeKCHBIN peXKuM nepejady JaHHbIX -3TO

Buwi6epume oduH u3 3 eapuaHmos omeema:

1) - nonepeMeHHas nepesayda UHGpoOpMaI UM, KOTAa UICTOYHUK U TPUEMHUK
[ocJje0BaTeJlbHO MEHAIOTCA MeCTaMU

2) - oiHOBpEMEHHbIEe Nlepejiaya U MPUeM COOOIeHUH

3) - nepejaya JaHHBIX TOJIBKO B OJJHOM HalpaBJIEHUH.

Bonpoc 26:
TexHO0JIOTMH, OPUEHTUPOBAHHbIE HA MIPUMEHEHHE BOJIOKOHHO-ONTUYECKUX JIMHUHN

nepejiayy JaHHbIX U MOTYT UCIOJIb30BaThCA [JIs OAHOBpEMEHHO! Nepejayd MHPopManuu
pPa3/JIMYHbBIX TUIIOB (BU/E0M300paXKeHUs], T0J10CA U JAHHBIX)

Buvi6epume HeCcK0/IbKO U3 5 6apuaHmos omeema:
1) Fast Ethernet (100 M6uT/c)

2) Token Ring (16 M6uTt/c)

3) ATM (155 Mo6wuT/c)

4) FDDI (100 M6wuTt/c)

5) Ethernet 10 M6uTt/c)

Bonpoc 27:
YacTHble aZipeca - 3TO ajpeca

BuwiGepume oduH u3z 3 eapuaHmos omeema:

1) ucnosib3yemMble TOJIbKO B JIOKAJbHbBIX CETAX

2) ucrnosib3yeMble B CETH UHTEPHET

3) ucnosib3yeMble TOJIbKO B KOPIIOPATUBHBIX CETSX

Bonpoc 28:
Kakue 13 npuBeJeHHbIX YTBEePKJeHUH BepHbI AJI ceTell KJIMeHT/cepBep?

Buvi6epume HeckobKo u3 4 eapuanmoe omeema:

1) YcraHOBKa ceTell KJIMEHT/cepBep 00XOAUTCA JlelleBJIe.

2) CeTu KJIMEHT/cepBep 00eCeyrBaOT 60JIbIIYI0 6€30MaCHOCTD.

3) lns o6¢cay>KMBaHUS ceTel KJIUEeHT/cepBep HY>KeH CeTeBOW al]MUHUCTPATOP.
4) B ceTsiX KJIMEHT/cepBep aHHbIe XPAHSATCSA [[eHTPATU30BaHHO

Bonpoc 29:
Kakoe 060pyaoBaHue ocylecTB/seT 06MeH JaHHbIMU Mexay [1K v BblYucauTeIbHOU

CeTbIo, BINOJIHAET 6ydepu3alnuio (BpeMeHHOe XpaHeHHe JJaHHbIX) U QYHKILIUIO
COMpSI?KeHHUsI KOMIIbIOTEpPa C CeTeBbIM KabesieM

Buvi6epume 0duH u3 4 eapuaHmoe omeema:
1) o3

2) ceTeBOU afanTep

3) KoMMyTaTOp
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4) MapLIpyTHU3aTOP

Bonpoc 30:
Kakas Bepcus npotokoJia IPucnonb3syet 128-6uTHble ajpeca

Bwvi6epume 0duH u3 2 eapuaHmoe omeema:

1) IPv6

2) IPv4

Bonpoc 31:

Ilepesaya JaHHBIX TPeOyeT JONOJIHUTE/JIbHOM JIMHUY CBSI3U AJIA NepeAadu
CUHXPOHU3HPYHLIMX UMITY/IbCOB

Buvi6epume 0duH u3 2 eapuaHmoe omeema:
1) np¥ CUHXPOHHOM peXXuMe pPaboThl
2) Ipu aCUHXPOHHOM pEeXUMe pabOoThl

Bonpoc 32:
Kakas yacTts ip-agpeca ucnosib3yeTrcs A MaplIpyTU3aLUuU B CETU

Buvi6epume 0duH u3 4 eapuaHmos omeema:
1) ugentudukaTop ceTu

3) upeHtudukartop ysjaa

4) upeHtTudUKaTOp NMOACETHU

Bonpoc 33:
Kakoli ypoBeHb 0b6eclieunBaeT HaJ|eXKHYI0 Nepeiayy JaHHbIX yepe3 GU3uUecKUN KaHa

cBs3U. PellaeT Bonpochkl GU3UUECKOH aZjpecaliuy, AOCTyNa K Cpejie Nepe/jadyu, COOOIeHU N
06 omMbKax, Nops/AKa JJOCTAaBKU KaJIpOB U yIIpaBJiIeHUs TOTOKOM JJaHHBbIX.

Buvi6epume 0duH u3 4 eapuaHmos omeema:
1) ®usuyeckuit ypoBeHb

2) CeTeBOM YpPOBEHbD

3) KananbHbIN ypOBEHb

4) TpaHCIOPTHBIA yPOBEHD

Bonpoc 34:
Mojesib B3auMoAencTBUS OTKPBITHIX cucteM (0SI)

Buwi6epume 00uH u3 5 eapuaHmoe omeema:

1) caykuT 6a30ii 1711 IpOU3BOAUTEEN TPU pa3paboTKe COBMECTUMOI'0 CETEBOTO
obopy/ioBaHUS

2) Bce oTBeThI BepHbI

3) onucbIBaeT B3aMMOCBSI3U OTKPBIThIX CUCTEM

4) ycTaHaBJIMBaeT CIOCOObI Nlepe/iayy JJaHHbBIX 10 CETH, ONIpPeiesisieT CTaHJapTHbIE
IPOTOKOJIBI, KCII0JIb3yeMble CETEeBbIM U MPOTPAaMMHBIM 06ecredeHu eM

5) onpezensieT npoueaypbl epeaadu JaHHBIX MEX/Yy CHCTEMaMHU, KOTOpbIe "OTKPbIThI"
JpyT Apyry 6Jarojapsi COBMECTHOMY HCIOJIb30BAHUIO MU €JUHbIX CTAH/apTOB

Bonpoc 35:
IEEE 802.3 - TeXHO0JI0ruf JIOKAJILHBIX CeTEeMH...
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Buvi6epume 00uH u3 5 eapuaHmoe omeema:
1) FDDI

2) ArcNet

3) Token-Ring

4) Ethernet

5) AnyLAN

Bonpoc 36:

IIpoTOKOJI c npeABapuUTE/IbHbIM YCTAHOBJICHUEM COE€AUHEHUS
Buvi6epume 00uH u3 5 eapuaHmoe omeema:

1) RIP

2) TCP

3) UDP

4) IPX

5) IP

Bonpoc 37:
Kakoi ypoBeHb pa36uBaeT AaHHbIE HA GJIOKU Ha Nepe/auiel CTOPOHE U COGMpaeT

BO€JMHO Ha npm—mmalomeﬁ CTOpOHE

BwiGepume oduH u3 4 eapuaHmos omeema:
1) TpaHcnOpTHBIN YPOBEHD

2) ®u3uvyecKkul ypoBeHb

3) CeTeBOM ypOBEHD

4) Ka"asnbHbIN YPOBEHb

Bonpoc 38:
Ka6esb, cHOCOOHBIN NepesaBaTh 60JIblIME 00'beMbI JAHHBIX HA O0JIbLIME

paccTosiHMA U Hau6GoJiee 3alUIeHHbIN OT epexBaTa JaHHbIX - 3TO

Buvi6epume 0duH u3 3 eapuaHmos omeema:
1) koakcuanbHBIU

2) BUTada napa

3) ONTOBOJIOKOHHBIH

Bonpoc 39:
MeTo/ 1 MapKepHOIo AOCTYIIA, UCII0JIb3yeMbIH B TEXHOJIOTHUX

Buvi6epume HecKo1bKo U3 5 eapuaHmos omeema:
1) Fast Ethernet

2) Ethernet

3) Token Ring

4) FDDI

5) ArcNet

Bonpoc 40:
Kakyw paspsagHocts umeer IPv4-agpec

Buwi6epume 0duH u3 5 eapuaHmoe omeema:
1) 166uT
2) 128 out
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3) 32 6buTa
4) 646uTa

Bonpoc 41:
IloBTOpUTEIB - 3TO

Buvi6epume 0duH u3 3 eapuaHmoe omeema:

1) ycTpoiicTBO, o6ecrieurBarolee coxpaHeHre GOpMbl M aMIIUTY/bl CUTHAJIA IPU
nepejiade ero Ha 6oJiblilee, YeM MPeyCMOTPEHO , PACCTOSTHHE

2) yCTPOWCTBO, BBINOJIHAOLIEE MOAYSALHMIO U JeMOAYJIAL U0 UHPOPMALIMOHHbBIX
CUTHAJIOB NpU nepejayde ux u3 IBM B kaHaJl CBSI3U U IPU NTpUeEMe

3) yCTpOHCTBO, KOMMYTHPYIOLlee HECKOJIbKO KaHaJIOB CBSI3U HAa OJUH NyTEM YaCTOTHOTO
pasjesneHust

Bonpoc 42:
Kakoil ypoBeHb 06eclieurBaeT coe/JUHEeHHEe U BbIOOP MapIlpyTa MEXAY ABYMs

KOHE€YHbIMH CUCTEMAMH, KOTOPbIE€ MOTYT HaXOAHUTbLCA B CETAX, PACIIOJIOKEHHBIX B PA3HbIX
KOHIlaX 3eMHOro map, obecneynBaeT €ANHYI0 CUCTEMY aipeCalilur

Buwi6epume oduH u3 4 eapuaHmoe omeema:
1) ®usuyeckuil ypoBeHb

2) KaHanbHBIN YpOBEHb

3) CeTeBOM YpOBEHbD

4) TpaHCHIIOPTHBIN yPOBEHD

Bonpoc 42:
Kakoil npoToKoJI rapaHTHUpPYeT IPAaBUJIbHYIO lepeAady AaHHbIX

Bwi6epume 0duH u3 5 eapuaHmoe omeema:
1) TCP

2) UDP

3)IP

4) RIP

5) FTP

Bonpoc 43:
CTpouTcs Ha OCHOBE /IByX ONTOBOJIOKOHHBIX KOJIEl], KOTOpble 00pa3yl0T OCHOBHOU U

pe3epBHBIM IyTH Nepesady JaHHBIX MeX/Y Y3/1aMHU CeTH

Buvi6epume 0duH u3 4 eapuaHmoe omeema:
1) cetbEthernet

2) cerbToken Ring

3) cetb 100BaseFX

4) cetb FDDI

Bonpoc 44:
KoMnibloTepHBbIE CeTH OTHOCATCA K

Buwi6epume 0duH u3 2 eapuaHmos omeema:
1) pacnipesesieHHbIM CUCTEMaM
2) LeHTpaJU30BaHHbIM CUCTEMAM
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Bonpoc 45:
YcranoBuTe cooTBeTCcTBHE:

a) MAC-azgpec; 6)ip-aapec
B) ceTeBou aapec [1K; r) pusuueckuit aapec I1K;
J1) B lIeCTHA/|LIATEPUYHOM BH/I€; €) B TOUEUHO-JeCATUYHOM BU/JE

Buvi6epume HecK01bK0 U3 5 eapuanmos omeema:
1)6re
2)aBp
3)6BeE
4)arp
5)6BnA

Bonpoc 46:
JleMHKancyasauus - 3To

Bwi6epume 00uH u3 4 eapuaHmoe omeema:

1) no6aBJsieHUe yrpaBJsOILed HHPOpPMaIUH AJis CETEBBIX YCTPOUCTB U MOJy4YaTessd,
KOTOpasi rapaHTHUPYyeT NPAaBUIbHYIO JIOCTAaBKY JIaHHBIX U UX UHTEPIPEeTAI[UI0

2) cuuTbIBaHUE Y UHTEPIpEeTalMs 3aroJ0BKa, OTIPaBJeHUEe JAaHHbIX CJIEeAYIOLIEMY
YPOBHIO

3) KOHTPOJIb HATUYHS OLIMGOK, BOSHUKIIUX MIPHU Nlepeiade 1Mo CEeTH

4) nobaBJieHUE K JJAHHBIM HEOO6X0JUMOW HHPOPMAIUK TPOTOKOJIOB Mepe] lepeadyei mo
ceTu

Bonpoc 47:
Kakue ycTpoicTBa HCNOJIb3YIOTCA B CeTAX C MPPOBLIM CUTHAJIOM AJIs1 60PbObI C

3aTyxaHueM (0c1a6/ieHMeM) curLaa?

Buwi6epume 0duH u3 5 eapuaHmoe omeema:
1) Yeunurenu

2) TpaHcUBepbI

3) TepMuHaATOPBI

4) Penutepsl

5) KomMyTaTOpBhI

Bonpoc 48:
CKoJIbKO ypoBHel uMmeet 6a3oBas mojeb cBsa3u TCP/IP ?

BwiGepume oduH u3 4 eapuaHmos omeema:
1)5
2)7
3)6
4) 4

Bonpoc 49:
IIporokoJ ARP - 3TO

Buvi6epume 0duH u3 3 eapuaHmos omeema:
1) npoTokos npeobpazoBanus agpecoB ([P, MAC)
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2) npoToKoJI epeAavyu $pailioB co cnenurasbHOro ¢pansioBoro ceppepa Ha KOMIbIOTEP
M0JIb30BaTeJIs
3) cTaHJapPTHBIN MPOTOKOJI NOJIYYEHUSI TOYTOBOTO COE/JUHEHUS

Bonpoc 50:
YTO TaKoe OTKPbITasi apXUTEKTypa UJIU OTKPbITasA cucremMa?

Bwi6epume oduH u3 4 eapuaHmos omeema:

1) 3TO apxXUTEKTypa, N03BOJIAIIIAs 3aMEHSATh KOMIIOHEHThI KOMIIbIOTEPA KOMIIOHEHTAMU
IPOM3BO/ICTBA APYTMX KOMIIAHUM, a He 00513aTe/IbHO OPUTUHAIbHBIMU KOMIIOHEHTAaMH,
NPOU3BOJUMbIMU KOMIIAHHUEN-IPOU3BOJUTEIEM 3TOT0 KOMIIbIOTEPA

2) Bce oTBeTHI BEpHBI

3) 3To cucTteMa (KOMIIbIOTED, BbIYMCAUTENbHAsA ceTh, OC, mporpaMMHBIN IAKeT, Jpyrue
annapaTHbIe U IPOTPaMMHbIe MPOAYKTHI), KOTOpasi IOCTPOeHA B COOTBETCTBUM C
OTKPBITBIMU crielUPUKALIUSAMU

4) 3To cTrpykTypa komnbloTepa (nau [10) c ony6/1MKOBaHHBIMY, OTKPBITBIMU JJIS APYTUX
NPOU3BOJUTEJEN U Pa3pabOTUUKOB, clieliuPpUKALUSIMHU.

Bonpoc 51:
Kak Ha3bIBaeTcsl ceTeBasi TOMOJIOTHS, B KOTOPOM CeTh UMEET Havyaslo U KOHel, a AJis

npeaoTBpamieHrud OTpaXXKE€HHUA CUT'HaJIOB UCIIOJIb3YIOTCA TepMI/IHaTOpr?

Buvi6epume oduH u3 4 eapuaHmos omeema:
1) 3Be3go0o06pasHas.

2) KonbueBas

3) CMellaHHasa i4YeuCTas.

4) lluHHas.

Bonpoc 52:
PexxuM paGoThl, IPpU KOTOPOM NepeAaya JaHHbIX OCYILLeCTB/IAETCA 6JIOKaMH

dukcupoBaHHOM A/IMHBI (6aliTaMH)

Buvi6epume 0duH u3 3 eapuaHmos omeema:
1) aCUHXpPOHHBIM
2) CHHXPOHHbBIM

Bonpoc 53:
MapkepHbIA METO/, AOCTyIA UCNOJIb3YETCS B CETAX

BwiGepume 0duH u3 5 eapuanmos omeema:
1) Ethernet

2) AnyLAN

3) Token Ring

4) ArcNet

5) FDDI

Bonpoc 54:
JIOCTOMHCTBOM KaKOW TOMOJIOTUU SIBJISIETCS: XOpOllasi MaclITabUPyeMOCTb CETH,

JIETKWUU NOWCK HEUCIPABHOCTEMN U OOPBIBOB B CETH, THOKHE BO3MOXKHOCTHU
aIMUHUCTPUPOBAHHUA
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Bwi6epume 00uH u3 5 eapuaHmoe omeema:
1) no/IHOCBSI3HOW;

2) KOJIb1IeBOM;

3) ipeBOBU/IHOM;

4) WIMHHOW;

5) 3Be3HOM;

Bonpoc 55:
HHKancyaauua - 3To

Buvi6epume oduH u3 3 eapuaHmos omeema:

1) no6aBJsieHUE K JaHHBIM HEOOX0IMMOUN UHPOpPMALIMK U MPOTOKOJIOB Nepe, nepeadei
10 CEeTH

2) ynpasJsouias MHopMaLus s CeTeBbIX yCTPONCTB U NoJlydaTeis, KoTopast
rapaHTUPYeT NPABUJIbHYIO JOCTABKY JAaHHbIX U UX UHTEPIPETALUIO

3) KOHTPOJIb HAJINYMA OLIMO0K, BOSHUKLIMX 1P Nepejiaye 10 CeTH

Bonpoc 56:
YcTaHOBUTE COOTBETCTBHE ip-ajipeca U Kjacca:

a)192.168.21.30  6)172.16.13.21  B)10.193.68.59
r)A n)B e) C

Buvi6epume sapuaHmesl omeema:
1) ae; 64; BT;
2) aj; eB; Or;
3) ar; 64; Be;

Bonpoc 57:
Kakoili BMJ nepeAayu JAaHHbIX ABJISETCS CTAaHAAPTOM AJiA ceTH UHTepHeT.

Buvi6epume 0duH u3 4 eapuaHmos omeema:
1) KommyTanus coobiieHrin

2) KomMyTanus KaHaa0B

3) llepenaya makeToB

4) llepepaua Mmapkepa

Bonpoc 58:
JIMHUU CBsI3H, anlnapaTrypa nepejadu JaHHbIX Ha3bIBAKOTCS

Buvi6epume 0duH u3 3 eapuaHmos omeema:
1) dusnyvecko nepejarolen cpeoun

2) abOHEHTCKOM cUCTEMOM

3) KOMMYHUKALUOHHOM CEThIO

IlepeyeHb 06'bEKTOB KOHTPOJISA:

HaunmeHoBaHnue 00LEKTOB OcHOBHBIE ITOKA3aTEJIH OEHKH
KOHTPOJISI 1 OEHKH pe3yJabTaToOB
3Hanus
OCHOBHBIC MMOHSTUSI KOMIIBIOTEPHBIX CETEH: TUIIBL, OrnurcaHre OCHOBHBIX PUHITUIIOB TOCTPOCHUS
TOIMOJIOTHUH, METOJIBI TIOCTYIIA K Cpeie Mepeaayun KC: knaccugukanus, TOMOJIOruH,
TEXHOJIOTHUH, METOJIBI JOCTYIIA.
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AHHapaTHLIe KOMIIOHCHTBI KOMITBIOTCPHBIX CETCH.

Ilepeuncnenue coctaBa U Ha3HAYEHUS
anmapaTHBIX KOMIOHEHTOB IS CO3IaHMUs
KOMITBIOTEPHBIX CETEM,

COCTaBa amnmapaTHBIX KOMIIOHEHTOB
0ecrpOBOTHBIX KOMITBIOTEPHBIX CETEH.

Cereryro Mozens OS| u npyrue ceTeBbie MOJICIH.

OnucaHne OCHOBHBIX XapaKTEpPUCTHK ypOBHEH
mozenu OSI, yposueit mogenn TCP/IP u
CpaBHEHHUE MOJIETIEH.

HpOTOKOJ’ILIZ OCHOBHBIC ITOHATHSA, ITPHUHITUITBL
BBaHMOHeﬁCTBHH, pa3miusa 1 0COOEHHOCTH
PaCIpoOCTPpaHCHHBIX ITPOTOKOJIOB, YCTaAHOBKA
IIPOTOKOJIOB B OIICPAIMOHHLIX CUCTCMAX.

[Tepeunciienre cTaHIAPTHBIX CTEKOB
KOMMYHHKAIIMOHHBIX ITPOTOKOJIOB M OITUCAHUE
MPUHIIUIIOB UX PabOTHI, TPOLIECCOB
MapipyTu3auuu 1 1P-agpecanuu.

AJpecanuio B CeTsIX, OpraHu3aIfi0 MEKCETEBOIO
BO3JICHCTBHUS.

Omnucanue npunmmnoB IP-aapecarun,
pasIeeHIs CeTel Ha MO/ICETH, PacueTOB
TIOJICETEH U ONPECIICHNSI MACKH TIOJICETH.

KpuTepum oneHKu:

[IponeHT pe3yabTaTHBHOCTH KauecTBeHHas OlleHKa YPOBHSI TOITOTOBKH
(IpOLIEHT MPaBMIIBHBIX OTBETOB) Basn (otMeTKa) BepObanpHbiii anasor
90-100 5 OTan4Ho
7589 4 Xopoiio
60— 74 3 Y 10BJCTBOPHUTENBHO
MeHee 60 2 HeynosneTBopuTeasHO

Bpems Ha BeinosiHeHue: 180 MuH.

Ol.leHKa BBICTABJIAETCA HpOFpaMMOﬁ dBTOMATH4Y€CKH
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4 TIEPEYEHb MATEPHAJIOB, OBOPYJAOBAHHUA U HWHP®OPMAIIMOHHBIX
UCTOYHHUKOB, UCII0JIb3YEMbIX B ATTECTALIMH

4.1 Tpe60oBaHMA K MaTepHAJIbHO-TEXHUYECKOMY 06ecre4eHHUI0

Jis mpoBeieHUs1 aTTeCTAllMM MO y4eOHOW JUCLMUIIMHE Heob6XoJuMa y4ye6GHast
JlabopaTopHs, OCHallleHHas KOMIbIOTEpAaMM W  yCTAHOBJEHHOW  MporpaMmon
TECTUPOBAHHUSI.

4.2 UHpopManMOHHOE 06ecrieyeHre 00y4eHHu

Jis mpoBeAeHUs aTTeCcTAallUM MO y4eOHOW AUCHHUIIMHE OUOJHMOTeYHBbIH (GOH/,
obpa3oBaTeJibHOM OpraHvM3alUy [JOJ/PKEH UWMETbhb I[edyaTHble W/UIU 3JeKTPOHHbIE
obpasoBaTesibHble U UHPOPMaILMOHHbIE PECYpPChl, peKOMeH/lyeMble JIJIsl UCII0JIb30BaHUS B
o6pa3oBaTeJIbHOM MpOIlecce.

OcHOBHBIE UCTOYHUKHU:

1 KomnbloTepHble ceTH [I1eKTpOHHBIN pecypc]| : yue6Huk / B.I. KapTameBckuii [u gp.].
— JJIeKTPOH. TeKCToBble JAaHHble. — (Camapa: [loBOXCKHH TrocyAapCTBeHHBIN
YHUBEPCUTET TeJIeKOMMYHUKaLUKA U uHpopMmaTuky, 2021. — 267 c. — 2227-8397. —
Pexxum goctyna: http://www.iprbookshop.ru/71846.html

2 T'napkux T.B. UHQopMaLMOHHbBIE CUCTEMBI U CETHU [IIEKTPOHHBINA pecypc] : yuebHoe
noco6ue / T.B. [naakux, E.B. BopoHOoBa. — 3/IeKTPOH. TEKCTOBBIE JaHHbIe. — BopoHex:
BopoHeXCKHH rocyfapCTBeHHbIN YHUBEPCUTET UHKEHEPHBIX TeXHOo10Tul, 2023. — 87
c. — 978-5-00032-189-8. — Pexxum focrtyna: http: //www.iprbookshop.ru/64403.html

I,Z[Ol'lO.ITHI/ITeJIbHI:)Ie HCTOYHHUKH:

1 TIlocTpoeHre KOMMYTUPYEMbIX KOMIbIOTEPHbIX ceTel [JneKTpoHHbIA pecypc| / E.B.
CMupHOBaA [U Ap.]. — JJIEKTPOH. TEKCTOBbIE JaHHble. — M. : UHTepHeT-YHUBEPCUTET
Nudpopmanmonubix Texnonoruit (MHTYUT), 2023. — 428 c. — 2227-8397. — Pexxum
pocrtyna: http: //www.iprbookshop.ru/52163.html
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